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The General Data Protection Regulation (GDPR) was published by the 

European Union (EU) with the intention to strengthen and unify data 

protection for all individuals within the EU. It also addresses the export of 

personal data outside the EU. The regulation was adopted on April 27th 

2016, and is scheduled to become enforceable on May 25th, 2018.

The primary goal of the GDPR is to unify privacy laws across Europe, and 

provide greater protection and rights to individuals. The regulation applies 

to any entity that collects, stores and processes personal information of EU 

residents. Corporations who fail to meet the requirements that are stated in 

the GDPR may face substantial fines: up to 20 million Euro or 4 percent of 

their annual revenues - for significant violations.  

CTERA o�ers an ‘enterprise file services platform’ that enables organizations 

to centrally store and manage files, and implement data protection services. 

The CTERA platform is deployed entirely on-premises or in a virtual private 

cloud (VPC) leveraging infrastructure-as-a-service (IaaS). Using the CTERA 

platform, organizations can ensure all files that contain personal information 

are centrally stored and monitored, helping them comply with the GDPR 

privacy and security rules. 

This document provides an overview of relevant parts of the GDPR, and 

explains how CTERA helps customers meet them.

Introduction

GDPR at a Glance
The GDPR, also known as Regulation (EU) 2016/679, is a new regulation 

that replaces the outdated EU directive 95/46/EC. It strengthens and 

unifies data protection law within the European Union, and gives individuals 

(aka data subjects) increased ownership and control over their personal 
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data assets – ensuring their right for privacy. It is meant to provide a 

simplified regulatory environment for the acquisition, the use and the 

storage of personal data of European citizens. 

The GDPR applies to any business or entity that holds or processes 

personal data of EU citizens - regardless of their geographical location. 

“Personal data” is defined as any data which may be used to identify an 

individual, either directly or indirectly. The GDPR has a broad definition of 

personal data and includes genetic, biometric, cultural, political, economic, 

social, mental and religious information.

The GDPR contains a rather complex set of rules and guidelines, and it 

requires organizations to perform a detailed analysis to fully understand 

how it will impact their working practices. 

Some of the key points of the GDPR are:

Enhanced personal rights for data subjects, including:• 

Right to be forgotten: ask to erase personal data, cease further 

dissemination of the data, and potentially have third parties halt 

processing of the data

• 

Right to data portability: request all the data concerning them and                                   

transfer it to another entity.

• 

Right to access: ask to confirm whether their personal data is 

processed by an entity, and obtain an electronic copy of that data – 

free of charge. 

• 

The right to sue entities for failing to comply• 

Increased importance in obtaining consent to hold and process data – 

this consent may be withdrawn by the data subject at any time

• 

“Privacy by Design” – privacy must be built-in to data processing and 

handling procedures

• 

Breach disclosure: increased transparency through the mandatory 

reporting of security and confidentiality breaches to regulators and 

those a�ected within specified timeframes

• 
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A significant portion of corporate data is stored in files, and is referred to as 

“unstructured data.” Naturally, the GDPR also governs the security and 

privacy of unstructured data. The following sections outline parts of the GDPR 

that a�ect file data – the type of data that CTERA is designed to handle.

The GDPR Security & Privacy Requirements

The GDPR defines ‘personal data’ to be any information relating to an 

identified or identifiable natural person (‘data subject’); it includes 

information that can be used to directly or indirectly identify the person: 

anything from a name, a photo, an email address, bank details, posts on 

social networking websites, medical information, or a computer IP address.

To prevent unintended identification of persons, the GDPR recommends to 

use methods for ‘pseudonymization’ of data – namely, processing personal 

data in a way that it can't be attributed to a specific data subject without 

the use of additional information.

Per the GDPR, ‘processing’ of data means any operation performed on 

personal data, such as collection, recording, organization, structuring, 

storage, retrieval, erasure, destruction, etc.

The GDPR distinguishes between two types of entities: controller and 

processor. A ‘controller’ is a person, public authority, agency or other body 

which determines the purposes and means of the processing of personal 

Definitions

To conduct routine Privacy Impact Assessments (PIA’s) to regularly monitor 

exposure to risk

• 

The requirement to appoint a Data Protection O�cer (DPO)• 

Increased sanctions: the GDPR gives regulators the right to impose 

substantial fines for non-compliance – up to 4 percent of global turnover

• 
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data. A ‘processor’ means a person, public authority, agency or other body 

which processes personal data on behalf of the controller.

The GDPR is specifically concerned with ‘personal data breach’: a breach of 

security leading to the destruction, loss, alteration, unauthorized disclosure 

of, or access to, personal data transmitted, stored or otherwise processed. 

Such data breaches must be immediately reported, both to the authorities 

and the a�ected individuals. 

The GDPR outlines few broad principles for processing personal data. 

Generally, it requires processing to be fully secure, including protection 

against unauthorized/unlawful processing, accidental loss, destruction or 

damage. While these principles are described in a very succinct format, 

their implications are extremely broad. Entities who process personal data 

are required to adopt a “privacy by design” approach, which calls for the 

inclusion of data protection from the onset of the designing of systems, 

rather than an addition.

Privacy by Design Principles 

The GDPR outlines specific responsibilities for controllers and processors of 

personal data. To begin with, each entity must support the fundamental 

data subject rights outlined above: clear form of consent, the right to 

access data, the right for data portability, the right to be forgotten and 

prompt notification of breaches.  In addition, controllers and processors 

must meet requirements derived from the “privacy by design” principle:

Controller/Processor Responsibilities   

Record keeping: Each controller and processor must maintain a record 

of all categories of processing activities carried out. 

• 

Pseudonymization and encryption: all personal data must be 

pseudonomized and/or encrypted. 

• 

Security and Resilience: ensure the ongoing confidentiality, integrity, 

availability and resilience of processing systems and services. 

• 
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The GDPR acknowledges there are scenarios where personal data may be 

transferred outside of the EU, and it o�ers guidelines for authorizing such 

transfers. First, it states that transfers of personal data to a third country or 

an international organization may take place where the European 

Commission has decided the target in question ensures an adequate level 

of protection. Second, it specifies that personal data may be transferred to 

a third country or an international organization only if there are appropriate 

safeguards, and enforceable data subject rights, and e�ective legal 

remedies for data subjects are available. These guidelines imply that 

controllers and processors must be able to dictate the storage location of 

any personal data under their supervision.  

International Transfers of Personal Data 

The CTERA Enterprise File Services Platform enables customers to 

consolidate their distributed file data into a private cloud. Files that were 

previously scattered throughout the organization — on users’ workstations, 

laptops, mobile devices, as well as o�ce file servers — are brought into a 

centralized repository, where they are subject to security and access 

control procedures. More details about the CTERA platform security 

capabilities can be found in a whitepaper titled ‘CTERA Platform Security 

Architecture’. 

Achieving GDPR Compliance with CTERA

Disaster recovery: the ability to restore the availability and access to 

personal data in a timely manner in the event of a physical or technical 

incident.

• 

Testing and monitoring: a process for regularly testing, assessing and 

evaluating the e�ectiveness of technical and organizational measures for 

ensuring the security of the processing.

• 

Testing and monitoring: a process for regularly testing, assessing and 

evaluating the e�ectiveness of technical and organizational measures 

for ensuring the security of the processing.

• 
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The following sections explain how CTERA helps customers meet the 

relevant GDPR guidelines. The mapping of the GDPR guidelines and the 

associated CTERA capabilities are also summarized in a table that appears 

in the Appendix below.

CTERA o�ers software that can be used by both controllers and 

processors. Its file services platform brings scattered files under one 

umbrella, including files that contain personal data. It stores all files under 

management in centralized object storage repositories. CTERA manages 

files, whose content is encrypted when stored. It has role-based access 

control: users are fully authenticated and can only access data for which 

they are authorized. Stored data is regularly backed-up and can be fully 

restored in the event of a disaster. CTERA provides defensible deletion 

capabilities to be able to comply with erasure requests, including a robust 

audit trail to definitively demonstrate that the information was deleted. The 

CTERA file services platform features secure RESTful APIs, enabling 

seamless integration with 3rd party monitoring and security tools.

General Capabilities

The CTERA platform was designed with security and privacy in mind. It 

o�ers a broad set of security features to protect sensitive personal data. To 

name a few:

Security and Privacy by Design

Authentication: the CTERA platform o�ers robust user authentication 

methods, including integration with AD/LDAP services. This prevents 

any unauthorized access to the central file repository. 

• 

Data protection: CTERA has built-in data backup/restore capabilities 

along with fine-grained snapshots. It fully protects against any accidental 

loss of personal data. 

• 

Disaster Recovery (DR): with its built-in DR capabilities, CTERA can 

quickly restore personal data in the event of any system failure or 

facilities damage. 

• 
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Addressing Controller/Processor Responsibilities

Data encryption: all data handled by CTERA is encrypted at rest 

(AES-256) and in transit (TLS 1.2). Encryption keys are unique per 

customer, and fully managed by them.

• 

Data privacy: data backed-up on the CTERA platform can be further 

protected by a passphrase, ensuring that only the person who owns the 

data can access it. 

• 

 Data location control: customers have full control over their data 

storage location. No personal data may leave its intended location 

without proper directives. 

• 

The Right to be Forgotten: CTERA o�ers central management of all file 

data. Since files are stored in a central location, it is possible to identify 

and erase specific files – on a request basis. Furthermore, CTERA 

supports the ‘remote wipe’ of files stored on mobile devices, extending 

the erasure capabilities to such devices.

• 

Record keeping: CTERA maintains a detailed audit trail of all file related 

operations. The generated log files hold a record of all file processing 

activities.

• 

Pseudonymization and encryption: all files stored and managed by 

CTERA are encrypted - both at rest and in transit. Encryption keys are 

under full customer control. 

• 

Security and Resilience: the CTERA platform was designed with security 

and high-availability in mind. The data itself is fully protected, and 

access to it is under strict control. 

• 

Disaster recovery: CTERA has built-in DR capabilities that help restore 

normal operation and access to personal data in the event of a system 

failure or facility damages.

• 

Testing and monitoring: CTERA uses security-centric development 

process for its software. It performs regular penetration-testing to 

ensure system security.

• 
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The CTERA platform allows customers to control where data is stored. 

Controllers and processors can choose from a wide range of approved 

storage target(s). Furthermore, since stored data is encrypted, it cannot be 

accessed without permission. The control over data storage location, 

together with the encryption of stored data, ensure compliance with the 

GDPR guidance on international data transfers.

Controlling International Transfers of Personal Data

Breach notification: CTERA log files and audit trails can be queried in 

the event of a breach detection, and provide information about 

unauthorized data access. Furthermore, built-in data loss prevention 

(DLP) capabilities and integration with 3rd party tools help prevent 

leakage of personal data to unauthorized parties. 

• 
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The General Data Protection Regulation (GDPR) contains a broad set of 

requirements for processing ‘personal data’ that belongs to EU residents. 

Failing to meet the GDPR requirements has severe consequences for 

companies around the globe. The rapidly growing portion of ‘unstructured 

data’ kept in files is also subject to the GDPR guidelines. Considering this, 

companies should re-evaluate their strategy and solution architecture for 

file services.

The CTERA file services platform enables customers to consolidate and 

centrally manage files that were previously scattered throughout the 

organization — on users’ workstations, laptops, mobile devices and 

departmental servers. CTERA’s built-in security capabilities, data 

protection, access control, logging and auditing help elevate corporate file 

security to a whole new level. 

Using CTERA, data controllers and processors can define and implement 

privacy and security policies that govern the access and usage of files, 

including those that contain ‘personal data.’ Incorporating the CTERA 

Enterprise File Services Platform into the corporate IT infrastructure is a 

major step towards meeting the privacy and security rules defined by the 

GDPR. 

Summary
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Appendix: GDPR requirements
and CTERA capabilities 

Definitions

Requirements

‘Personal data’ means any 

information relating to an identified 

or identifiable natural person (‘data 

subject’); 

‘Processing’ means any operation 

performed on personal data, such as 

collection, recording, organization, 

structuring, storage, retrieval, 

erasure, destruction, etc.

‘Pseudonymization’: processing 

personal data in a way that it can't 

be attributed to a specific data 

subject without the use of additional 

information

‘Controller’ means person, public 

authority, agency or other body 

which determines the purposes and 

means of the processing of personal 

data

‘Controller’ means person, public 

authority, agency or other body 

which determines the purposes and 

means of the processing of personal 

data

‘Personal data breach’: breach of 

security leading to the destruction, 

loss, alteration, unauthorized 

disclosure of, or access to, personal 

data transmitted, stored or otherwise 

processed

Reg. #

Chapter I, 

Article 4, [1]

Chapter I, 

Article 4, [2]

Chapter I, 

Article 4, [5]

Chapter I, 

Article 4, [7]

Chapter I, 

Article 4, [8]

Chapter I, 

Article 4,[12]

CTERA Capabilities

CTERA file services platform brings 

scattered files under one umbrella - 

including files that contain personal 

data. 

CTERA stores all files under 

management in centralized Object 

Storage repositories, o�ering full 

control over otherwise scattered data. 

CTERA manages files, whose 

content is encrypted when stored. 

The association between individual 

users and files is left under customer 

control.

CTERA provides software, which 

may be used by a 'controller'. 

CTERA provides software, which 

may be used by a 'processor'. 

‘personal data breach’: breach of 

security leading to the destruction, 

loss, alteration, unauthorized 

disclosure of, or access to, personal 

data transmitted, stored or otherwise 

processed

Ramifications

Chapter I, 

Article 4, [1]

Storing data is 

considered 

"processing"

Encrypt, or code 

data so it can't be 

easily associated 

with a person. 

CTERA product will 

be used by either a 

'controller' or a 

'processor' for 

storing data.

CTERA product will 

be used by either a 

'controller' or a 

'processor' for 

storing data.

Chapter I, 

Article 4,[12]
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Principles

Requirements

Personal data processing must be 

secure, including protection against 

unauthorized/unlawful processing, 

accidental loss, destruction or 

damage

Reg. #

Chapter II; 

Article 5, [1]

(f)

CTERA Capabilities

CTERA o�ers broad set of security 

features to protect sensitive data. To 

name a few:

-  Robust user authentication, 

including interface with AD/LDAP

-  Built-in data backup/restore, and 

snapshots

-  DR capabilities

-  Data encrypted at rest (AES256) 

and in transit (TLS 1.2)

-  Encryption keys are unique per 

customer, and fully managed by them

-  Stored data can be further 

protected by a passphrase

-  Full control over data storage 

location

Ramifications

Implementation of 

appropriate data 

protection policies 

Controller / Processor Responsibilities

Requirements

Right to erasure (‘right to be 

forgotten’): The data subject shall 

have the right to obtain the erasure 

of personal data concerning him or 

her without undue delay

Each processor shall maintain a 

record of all categories of processing 

activities carried out on behalf of a 

controller

Pseudonymization and encryption of 

personal data

Reg. #

Chapter III; 

Article 17, [1]

Chapter IV; 

Article 30 [2]

Chapter IV; 

Article 32, [1], 

(a)

CTERA Capabilities

CTERA o�ers central management of 

all file data. Since files are stored in a 

central location, it is possible to 

identify and erase specific files – on a 

request basis. Furthermore, CTERA 

supports the ‘remote wipe’ of files 

stored on mobile devices, extending 

the erasure capabilities to such 

devices. 

CTERA maintains a detailed audit trail 

of all file related operations. The 

generated log files hold a record of all 

file processing activities.

All file stored and managed by 

CTERA are encrypted - both at rest 

and in transit.

Ramifications

Need to be able to 

erase data upon 

request - including 

all stored copies, on 

all devices

The items that must 

be included in the 

records are listed in 

Article 30/2

Encrypt data where 

possible.
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Controller / Processor Responsibilities

Requirements

Ability to ensure the ongoing 

confidentiality, integrity, availability 

and resilience of processing systems 

and services

Ability to restore the availability and 

access to personal data in a timely 

manner in the event of a physical or 

technical incident

A process for regularly testing, 

assessing and evaluating the 

e�ectiveness of technical and 

organizational measures for ensuring 

the security of the processing

A personal data breach must be 

notified without undue delay and, 

where feasible, not later than 72 

hours

Reg. #

Chapter IV; 

Article 32, [1], 

(b)

Chapter IV; 

Article 32, [1], 

(c)

Chapter IV; 

Article 33

Chapter IV; 

Article 33

CTERA Capabilities

CTERA has role-based access control. 

Users are fully authenticated, and can 

only access data for which they are 

authorized. Stored data is regularly 

backed-up and can be full restored in 

the event of a disaster. 

CTERA provides defensible deletion 

capabilities to be able to comply with 

erasure requests, including a robust 

audit trail to definitively demonstrate 

that the information was deleted. 

CTERA uses security-centric 

development process for its 

software. It performs regular 

penetration-testing to ensure system 

security.

CTERA log files and audit trail 

provide information about 

unauthorized data access. Built-in 

DLP capabilities prevent leakage.

Ramifications

Need data security 

monitoring 

procedures

Implement backup 

and disaster 

recovery measures.

Ongoing data 

protection reviews

What to report after 

a data breach is 

described in Article 

33/3/a-d

Transfers of Personal Data Internationally

Requirements

Personal data may be transferred to 

a third country or an international 

organization only if there are 

appropriate safeguards, and  

enforceable data subject rights and 

e�ective legal remedies for data 

subjects are available

Personal data may be transferred to 

a third country or an international 

organization only if there are 

appropriate safeguards, and  

enforceable data subject rights and 

e�ective legal remedies for data 

subjects are available

Reg. #

Chapter V; 

Article 45

Chapter V; 

Article 46

CTERA Capabilities

The CTERA platform allows 

customers to control where data is 

stored. Customers who are controllers 

or processors) can select approved 

storage target(s). Furthermore, since 

stored data is encrypted, it can't be 

accessed w/o permission.

Since data storage location is fully 

controlled, and stored data is 

encrypted, customers can meet 

restriction on international 

destinations. 

Ramifications

Data transfer can 

take place to a 

pre-approved 

international 

destination

Data transfer to a 

non-approved 

international 

destination is 

subject to proper 

security provisions
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